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3 Introduction

3.1 Purpose

This document gathers information on how to use the AWP middleware from OT.

3.2 References
[1] PKCS #11 v2.20: Cryptographic | ftp://ftp.rsasecurity.com/pub/pkcs/pkcs-11/v2-
Token Interface Standard 20/pkcs-11v2-20.pdf
[2] PKCS #15 wv1.1: Cryptographic | ftp://ftp.rsasecurity.com/pub/pkcs/pkcs-15/pkecs-15v1-
Token Information Syntax 1tc2.pdf
Standard
[3] IAS ECC Technical Specification — | http://www.acsiel.fr/iso_album/ias ecc vl 0 1 fr.pdf
Revision 1.01
[4] PIV Standards http://csrc.nist.gov/groups/SNS/piv/standards.html
[5] Snooper, OT AWP diagnostic tool Snooper v1.0 - User Guide.pdf

33 Definitions

AID Applet IDentifier (byte string identifying an application on a smart card)
APDU Application Protocol Data Units

API Application Programming Interface

ATR Answer To Reset (byte string sent by a smart card when it is initialized)
AWP AuthentIC Web Pack

CNG Crypto Next Generation

CsP Cryptographic Service Provider

(Microsoft standardized API to perform cryptographic operations)

DH Diffie-Hellmann (public key encryption algorithm)

DLL Dynamic-Link Library file

ELC ELliptic Curves

EXE EXEcutable file

GUID Globally Unique Identifier

IAS - ECC Identification-Authentification-Signature — European Citizen Card
MD MiniDriver

MSIE MicroSoft Internet Explorer

KSP Key Storage Provider

op Operating System



ftp://ftp.rsasecurity.com/pub/pkcs/pkcs-11/v2-20/pkcs-11v2-20.pdf
ftp://ftp.rsasecurity.com/pub/pkcs/pkcs-11/v2-20/pkcs-11v2-20.pdf
ftp://ftp.rsasecurity.com/pub/pkcs/pkcs-15/pkcs-15v1-1tc2.pdf
ftp://ftp.rsasecurity.com/pub/pkcs/pkcs-15/pkcs-15v1-1tc2.pdf
http://www.acsiel.fr/iso_album/ias_ecc_v1_0_1_fr.pdf
http://csrc.nist.gov/groups/SNS/piv/standards.html
http://encyclopedia2.thefreedictionary.com/Diffie-Hellman
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PC/SC Personal Computer / Smart Card (Standardized APl to communicate with smart cards)
PDF Portable Document Format

PIN Personal Identifier Number

PIV Personal Identification Verification

PUK PIN Unlock Key

PKCS Public-Key Cryptography Standards (RSA Laboratories standards)

PTC Pin Try Counter

P11 PKCS#11 Standard

P15 PKCS#15 Standard

RSA Rivest-Shamir-Adleman (asymmetric key encryption algorithm)

3.1 Software and Hardware requirements

3.1.1 Card Readers

AWP supports any PCSC v1/PCSC v2 compliant card readers.
It supports any PIN pads compliant PCSC V2.
Only Omnikey 3821 has been validated with AWP.

Compatible readers are available on Windows Compatibility Center:

http://www.microsoft.com/en-
us/windows/compatibility/CompatCenter/ProductViewerWithDefaultFilters?TempOsid=Windows%2
08.1&Llocale=en-
us&Type=Hardware&ProductCategory=Mice%2C%20keyboards%20%26%20input%20devices

3.1.1 Operating system

Operating Systems Releases

Windows 7, 8.1 and 10 (32 & 64 bits)

Linux Ubuntu 12.04 LTS (32 & 64 bits)

Ubuntu 14.04 LTS and 16.04 LTS (64 bits)
RedHat 7.2 64bits

CentOS 7.2 64 bits

MAC OSX 10.7 (Lion), 10.8 (Mountain Lion),

10.9 (Maverick), 10.10 (Yosemite), 10.11 (El
Capitan), 10.12 (Sierra)



http://www.microsoft.com/en-us/windows/compatibility/CompatCenter/ProductViewerWithDefaultFilters?TempOsid=Windows%208.1&Locale=en-us&Type=Hardware&ProductCategory=Mice%2C%20keyboards%20%26%20input%20devices
http://www.microsoft.com/en-us/windows/compatibility/CompatCenter/ProductViewerWithDefaultFilters?TempOsid=Windows%208.1&Locale=en-us&Type=Hardware&ProductCategory=Mice%2C%20keyboards%20%26%20input%20devices
http://www.microsoft.com/en-us/windows/compatibility/CompatCenter/ProductViewerWithDefaultFilters?TempOsid=Windows%208.1&Locale=en-us&Type=Hardware&ProductCategory=Mice%2C%20keyboards%20%26%20input%20devices
http://www.microsoft.com/en-us/windows/compatibility/CompatCenter/ProductViewerWithDefaultFilters?TempOsid=Windows%208.1&Locale=en-us&Type=Hardware&ProductCategory=Mice%2C%20keyboards%20%26%20input%20devices
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3.2 Change log

From 5.0 SR1t0 5.0 SR2 | - Default certificate management (logon)
- Event log under windows:

= PIN and PUK changes

=  Wrong PIN and PUK entered

= PIN and PUK expired

= PIN and PUK locked

From 5.0 SR2to 5.1 SR1 | Major features:

- Biometry for Linux,

- Support of PIV v2.3.5 applet

- Support ID-One Cosmo V8

- Support MAC OX 10.9

Minor features:

- AWP Manager : Manage the “P7” extension for the certificate import

- XML file and registry : Add Sergas ATR

- Support of ID-ONE MSFT

- Support opacity on Cosmo V8 (this option is activated by default)

- AWP Manager : DLL versions are dynamically retrieved and displayed
in the “about” dialog box

- Set the last generated key pair as default container

- Credential provider for smart card login

- Support multi ADF in IAS minidriver (read :all ADF, write only the
default one)

- AWP Manager optionally reads the PIN policy on AuthenticvV3 (P11,
CSP, minidriver)

- UAC management during install under Windows

- It's not possible anymore to import the same certificate twice

- PKCS#11 : Proprietary APl has been developed to retrieve the
remaining tries (PIN / PUK)

- Support new return for get version on AuthentICV3 (3 bytes instead of
2 bytes)

From 5.1 SR1t0 5.2 SR1 |- Support of PIV 2.4.0

- Support of AuthenticV3.2.5

- Support of Cosmo V8.1

- RSA_PSS padding support on AuthentiV3 and PIV (P11 / Minidriver,
off card version only)

- Support of new bio CHV manager

- Support Opacity V2.0 for PIV 2.4

- Support Widows 10

- Support MAC OSX until 10.12

- Support of certificate online and compressed certificates on PIV

- Support of pairing code on PIV

- Elliptic curves on IAS

- Include Italian translation

- Enforced PIN Policy rules
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4 Packages

4.1 [Windows] Packages list
Package name Windows Cryptographic API Synchroniser | Identity Manager
32- 64- | PKCS11 | CSP Minidrivers ADMIN USER
bit bit
AWP 5.2.0 SR2 64-bit.msi X X All X
AWP 5.2.0 SR2.msi X X All X
AWP 5.2.0 SR2 Admin 64-bit.msi X X All X
AWP 5.2.0 SR2 Admin.msi X X All X
. AWP 5.2.0 SR2 CSP 64-bit.msi X X X X
5 AWP 5.2.0 SR2 CSP Admin 64-bit.msi X X X
a AWP 5.2.0 SR2 CSP Admin.msi X X X
g AWP 5.2.0 SR2 CSP.msi X X X
AWP 5.2.0 SR2 P11 Only 64-bit.msi X
AWP 5.2.0 SR2 P11 Only Admin 64- X
bit.msi
AWP 5.2.0 SR2 P11 Only Admin.msi X X
AWP 5.2.0 SR2 P11 Only.msi X X
AuthentICV3Minidriver-1.4.4 64-bit.msi X AuthenticV3
AuthentICV3Minidriver-1.4.4.msi X AuthenticV3
-~ IAS-ECCVv1 &
S | lasEccMinidriver-2.4.3 64-bit.msi X v2
g IAS-ECCVv1 &
.2 | lasEccMinidriver-2.4.3.msi X v2
E PivMinidriver-1.3.4 64-bit.msi X PIV<=2.3.5
= PivMinidriver-1.3.4.msi X PIV<=2.3.5
PivCivMinidriver-1.0.4 64-bit.msi X PIV>=2.4.0
PivCivMinidriver-1.0.4.msi X PIV>=2.4.0

4.1[MAC] Packages list

Package name Cryptographic API Identity Manager
PKCS11 Token D ADMIN USER
AWP_5.2.0_SR2.dmg X X X
AWP_5.2.0 SR2_Admin.dmg X X

4.1[Linux] Packages list

The packages depend on the Linux distribution and version. Thus the list is not relevant.




©)

oberthur

TECHNOLOGIES

THE M

5 INSTALL
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Please uninstall all middleware from OT or any provider before installing a new one.

5.1

[Windows] PKCS#11 & CSP

Packages with 64-bit prefix will be installed on 64-bit OS only.
Packages with no 64-bit prefix will be installed on 32-bit OS only.
Double click on the .msi and follow instructions. A reboot is necessary.

5.2

Minidrivers can be installed on Microsoft OS starting from Windows 7. They have been certified by

[Windows] Minidrivers

Microsoft.
Minidrivers shall never be installed together with CSP module to avoid any conflict.
There are 3 ways to install them:

Plug & play (default solution):

Activate plug & play in the Group Policy Object (GPO):
http://technet.microsoft.com/fr-fr/library/ff404287(v=ws.10).aspx

For example, execute gpedit.msc and select following services

-/ Local Group Policy Editor
File Action View Help

Ll Al s [NERN 7 Miosl .4

=)o

= Local Computer Policy -
4 & Computer Configuration
» [ Software Settings
» [ Windows Settings
4 || Administrative Templates
. [ Control Panel
. [ Network
_| Printers,

| Smart Card

Select an item to view its description.

. [ System
4[] Windows Components
| ActiveX Installer Service
“| RSS Feeds
| Search
| Security Center

butdown Optiops

mn

NN

> [ Desktop Window Manager
“| Digital Locker

| Event Forwarding
TYINAOWS CalEnnar

Setting

i) Allow certificates with no extended key usage certificate sttr...
&2 Allow Integrated Unblock screen to be displayed at the time ...

2] Allow signature keys valid for Lagon
= Al bime ioualid cedificats

State
Not configured
Not cenfigured
Not configured
ot confioured

i) Turn on certificate propagation from smart card

Enabled

Gnfigare roof certficate dlean up
Turn on roct certificate propagation from smart card

Filter duplicate logen certificates
Force the reading of all certificates from the smart card
Display string when smart card is blocked

Turn on Smart Card Plug and Play service
Notify user of successful smart card driver installation

Prevent plaintext PINs from being returned by Credential M...
Allow ECC certificates to be used for logon and authenticati...

ot configured
Not configured
Mot configured
Not configured
Mot configured
Not configured
Mot configured

Enabled
Enabled

i] Allow user name hint

Mot configured

< w v |\ Bdended f Standard

16 setting(s)

Go in “Control Panel/All Control Items/System” (shortcut Win7 = “Win” + “Pause”).
Select “Advanced system settings” then “Hardware”, “Device Installation Settings” and “Yes,

do this automatically’. Save Changes.

-10-
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Device Installation Settings @

Do you want Windows to download driver software and realistic icons for your
devices?

® i¥es, do thiz automatically (recommended)

Mo, let me choose what to do

Why should I have Windows do this automatically?

| Bjsavechanges | | Cancel

Insert the card in the reader.
The Minidrivers will be downloaded from Windows Update web site

e Download Minidrivers from Microsoft Update Catalog:
https://catalog.update.microsoft.com/v7/site/Search.aspx?gq=oberthur
Choose the latest item for your device “AuthentIC”, “IAS-ECC” or “PIV”

Then, install the .cab fil. Example:
pkgmgr /ip /m:<path><file name>.cab /quiet

e Install the minidriver from the .msi provided by OT

In command line, execute “pnputil -e” to check that Oberthur Minidrivers are available.

B Administrateur : CAWINDOWS\system32\cmd.exe = | =) ES

Mom publié : oemlB3.inf

Fournisseur de packages de pilotes = Microsoft

Clazse = Cartes a puce

UJersion et date du pilote = A?-83-28806 1.0.8.3

Mom du signataive = Microsoft Windows Hardware Compatibility Publi

H oeml@4.inf
Fournisseur de packages de pilotes = Oherthur Technologies
Clazze = Cartes & plCE
Uerzsion et date du pilote : Be-21720913 1.2.37.8
Mom du signataive =

Mom publié : oemlB5.inf

Fournizzeur de packages de pilotes = Oberthur Technologies
Claz=e : Cantes 3 e

Uerzion et date du pilote : Az -@A5-2014 1.3.9.8

Mom du signataive =

Mom publié : oemlB6 . inf

Fournisseur de packages de pilotes = KEOQOLABS

Clazze = MomadLABWinUSBClass
Uerzsion et date du pilote : 18-16/20913 6.08.6801.1309040
Mom du signataive =

-11-


https://catalog.update.microsoft.com/v7/site/Search.aspx?q=oberthur

@Sneram

THE M COMPANY

The smart card must be detected and recognized in the device manager (devmgmt.msc).

=1 Device Manager EI@

File Action Niew Help
e @ HE®
= W7_32_P11_MD

b 45 Batteries

» 1M Computer

:: g Disk drives

. By Display adapters

» ) DVD/CD-ROM drives

> E’_-J Human Interface Devices

b g IDE ATA/ATAPI controllers

b & Keyboards

b ﬂ Mice and other pointing devices

b B Monitors

b ¥ Network adapters

» 75" Ports (COM & LPT)

b j Smart card readers
4[] Smart cards

N Oberthur Technelogies Minidriver for AuthentlC V3 Smart Card
b -% Seund, video and game controllers
b M| Systern devices

> - i Universal Serial Bus controllers

After installation, it is not necessary to reboot Windows.

5.3 [Linux] PKCS#11

Packages with amd64 prefix will be installed on 64-bit OS only.
Packages with i386 prefix will be installed on 32-bit OS only.

Double click on the .deb and follow instructions

OR, for Debian based distribution,

# sudo apt-get install AWP_5.2.0_SR1_Admin_amd64.deb
And enter the admin password.

To install PKCS#11 module for applications (Example: Google Chrome) which requires a plugin,
execute the following commands:

# sudo apt-get install libnss-tools

# modutil -dbdir sql:SHOME/.pki/nssdb -add "OT AWP" —libfile
"/usr/local/AWP/lib/libOcsCryptoki.so" :$

5.4 [MAC] PKCS#11 & TokenD

Double click on the .pkg and follow instructions. Then reboot the laptop.

-12 -



@Sneram

THE M COMPANY

6 UNINSTALL

Cards must be removed from the readers prior starting the uninstall process.

6.1 [Windows] PKCS#11 & CSP

Go to control Panel, uninstall programs. Select AWP and right click to uninstall it.

6.2 [Windows] Minidrivers

If Minidrivers were installed with .msi:
Go to control Panel, uninstall programs. Select OT Minidrivers (Authentic, IAS or PIV) and right click
to uninstall it.

In all cases, uninstall the drivers:
1-Insert a smart card, go to the device manager and uninstall the drivers:

i

o . e

i) #5 « Hard.. » Device vl earch Device »| Smaet Card Propertees 0]
file Edit View Tools Melp Genensl| Hardware

Add a device Add a printes - - “ Smart Card
* Devices (6 Duikia Finibiea

Name Tyoe
| ¥ Coerthr Technaloges Mridtver or Athertl . Smant cards
uv %bﬂ‘.hm Technologies Minidriver for AuthentlC V3 Smart Card Pr... | 53
> 5 Generd | Dvver | Detals
Generc Non-Pnp USE Tablet VBOX HARDOISK
Montor ATA Device

Coerthur Technoioges Mindtver for AthertiC V3
Smae Cand

) Detver Provider Obether Technologes
- i Detver Date o220
" V - Detver Versen e

W7_32_P11_MD Smant Card Smart Card Digtal Sgner Confirm Device Uninstalt @
Reades USE

Oberthur Technologes Mesdtver for AuthertiC V3
< Printers and Faxes (2) Orreer Datads ¥ Smant Card

Wi e "
Smart Card  Modet Senact Card Update Dever T aerenyy: You are sbout 1 urntall this device Som your system

Smant caed; Adapter

!
> /Mzmmmwﬂun"xmm\:e

Uneaal A/‘LJ Conont

oK Cancel

Next steps are required to have a clean installation only.
2- Remove card from reader

3- Reboot
4- Delete entries in HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\Calais\Cache

-13-
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5- In HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\Calais\SmartCards
Delete the following folders:
PIV Device ATR Cache
AuthenticV3
IASECC

6- in HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Oberthur Technologies\MiniDriver
Delete folders: pivminidriver, authenticv3minidriver and laseccminidriver
7- in C:\Windows\System32\DriverStore\FileRepository
and in C:\Windows\SysWOW64\DriverStore\FileRepository
delete the following folders:
laseccminidriver.*
authenticv3minidriver.*
pivminidriver*

6.3 [Linux] PKCS#11

For Debian based distributions:
# sudo apt-get remove awp
For other distribution, use rpm command

6.4 [MAC] PKCS#11 & TokenD

Open Terminal
# cd /usr/local/AWP
# sudo ./awp_uninstall.sh

-14 -
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7 LOG ACTIVATION

7.1 Context

Te middleware provides means to activate logs in order to analyze the behaviour of the middleware when an
issue occurs.

7.2 How to activate logs?

Identity Manager allows enabling logs for PKCS11 module only. Simply go in “parameters > Settings”
menu. Log activation depends from the OS and the middleware interface and the following chapters
gives more details.

7.2.1 [Windows] For Applications based on CSP, PKCS#11 or minidriver

For this OS, it is highly recommended to use the user friendly diagnostic tool “Snooper” which
enables logs and creates a detailed report. See [5] for more details.

7.2.2 [Linux & MAC] For applications based on PKCS#11

A single configuration file must be updated:

Edit the file

For Linux: # sudo gedit /usr/local/AWP/OCSMiddlewareConf.xml
For MAC: # sudo nano /usr/local/AWP/OCSMiddlewareConf.xml

And update the log tag:
<Log Activate="1" Path="/usr/OTLogs" Debuglevel="DEBUG"></Log>

Ceate the folder ‘OTLogs':
# sudo mkdir /usr/OTLogs

Set access conditions for writing:
# sudo chown —R username OTLogs (use your username)

# sudo chgrp users OTLogs (set the rights to users group)
# chmod 775 OTLogs (set writing access)
# sudo adduser username users (add your user in the group)

-15-
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7.3 FAQ

Question Answer

The xml configuration file has been updated to - For 64 bits OS, check that the 2 xml files have
generate logs but no log has been generated been updated

- Check the consistency of the xml file with a
parser, like Internet Explorer.

- Restart the application that must be logged.
Check that it is not running in background. If
necessary, reboot the system.

Some logs are missing The log folder may be not available for writing, especially
when the user session is not established. Change the log
folder with this one:

C:\Users\%username%\AppData\LocalLow\OTlogs\

Where %usename% is the user login

-16 -
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8 Identity Manager

8.1 Introduction

“Identity manager” is a tool which performs cryptographic actions with the smart cards. It is part of
the AWP packages and is available for Windows, Linux and MAC OS. It communicates with the cards
through PKCS#11 module. The AWP identity Manager is not part of the middleware but is only a
tool.

There is one configuration for administrators and another one for users with limited feature. Here
are the main differences:

Unblock PIN
Change PUK
Init Token

Generate Key

Import Key

Edit Label

Delete Object

Set Default Container

N QYA EEE A

The Admin configuration is described in the following chapters.

8.2 Launch Identity Manager

8.2.1 [Windows] Launch

The tool can be launched from the start menu in the “AWP”folder or by selecting the .exe file.

(o} Configuration file location
32 bits C:\Program Files\Oberthur Technologies\AWP\IdentityManager.exe

64 bits C:\Program Files (x86)\Oberthur Technologies\AWP\ldentityManager.exe

8.2.1 [Linux & MAC] Launch

Look for the application “Identity Manager”

’ Eii Recent Apps

4 more results »

f 3 Identity Adobe Reader
Manager 9

{ J

or use terminal:
#./usr/local/AWP/IdentityManager

-17 -
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8.3

Information Panel

This panel allows selecting a smartcard reader and displays the main card information and versions.

Display middleware and

manager versions

Use tabulations to

navigate in the tool

AP Tdentity Myhager

Parareters ¥

@ﬁoherthur

TECHNOLOGIES

In ‘Parameter’ menu:

- Change the AWP
manager language (not

the middleware)
) =

Langusge

Select language:

Activate AWP logs
Change PIN timeout

Settings

Ell

Information | Change Password | Unblock Passward | Erase Token | Content|

Choose the reader:

The reader is automatically
selected on card detection

OMMIKEY Cardhan 3x21 0

al

Security device information: /
Label: OT AP

Model: Cosmo vl

Applet: 335 \

Manufacturer:
Serial Nurnber:

Oberthur Ted ies
0000000048002830
04020 brytes

Initialized

Free Mernony:

State:

Credential Information:

PIN:  OK

PUK: OK

i

The token label: it can be
updated in the ‘Erase’ panel

Mask identifier and version

1]
Version of Authentic,
ECC or PIV applet

IAS-

Status of PIN & PUK:

OK or blocked

£P

[CIPIN Timeout (seconds) | 60

" e

Enablelog  CAOTLogsy Browse
OTCertSynchronizer

Enable certificate propagation

Ensblelog CAOTLogs
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8.4 Change Password Panel

This panel allows changing the User (PIN) and administrator (PUK) passwords.

A4V Tdentity Manager (E== BR[|

Pararneters 7

Information | Change Passward |Unb|ock Password I Erase Taken | Contentl

@TOELbHeN'(:LtC"ggSr |IUser Password (PIN) vl _ |
— Select PIN for user

Please insert your current password correctly otherwise it could be blocked,
or PUK for admin
User Passwaord {PIN) |

Mefs User Passward (PIM)

Mew User Password (PIN) confirmation

Password values depend on
the card PIN policy:
- Numeric of alpha numeric

- Case sensitive or not
- Min and max length

Click to change the

password
[]
WWW.OBERTHUR.COM
8.5 Unblock Password Panel
This panel allows unblocking the PIN thanks to the PUK.
AWP Identity Manager EI@
Parameters 7
Information | Change Password | Unblock Password | Erasze Taken | Contentl
@?ﬁ?}?ﬂg&!}g{ [{ser Password (BI) Le

Please insert the administrator password correctly otherwise the smartcard could be blo

R Enter the PUK
f Admin Password / I

Mew Password

| Enter the new PIN with
Mew Password confirmation respect to the PIN policy

Unblack

Click to unblock
the PIN
T
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Erase Token Panel

This panel allows erasing the content of the token (private keys and certificates). At the same time, it is
possible to change the token label. This feature requires the PUK.

8.7

[i5)] AP Tdentity Manager

Pararmeters 7

=)

@gherthur

|Infurmatmn | Change Password | Unblack Password | Erase Token |Content|

Please insert the administrator password correctly othenwise the smartcard could be blocked,

Pdmm Password

Mew smartcard information

Token Label
Mewy Paszword

Mewr Password confirmation

| EnterthePUK
L
T | Enter the new
token label
\ L

Enter and confirm
the new PIN

Erase

\

Click to erase
the token

Content Panel

This panel allows erasing the content of the token (private keys and certificates). At the same time, it is
possible to change the token label.

Public credentials
are always
displayed.

Private objects are
displayed once the
user is authenticated

AWP Identity Manager

Parameters ¢

@)cberthur
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=N Bl |

‘Informatlon | Change Password | Unblock Password | Erase Token‘ Content |

Generate onboard a
RSA key pair

Generate Key Pair

Selectthe desired key type:

=] Bob SMITH fromr ST RIOIOER 11T 7
: A Public RS& ey (2048 bit) [an ias rsa Public key]
ob SMITH from OT RnD IDENTITY
[ ‘B Public RsA Key (2048 hit) [an ias rsa Public key]
El:l Bob SMITH frorm OT RnD IDENTITY
'-‘ Public R34 Key (2048 bit) [an ias rsa Public key]

To set the default
certificate, login then
right click on it

Import a certificate from
a local folder with one of
the following format: .pfx,
.p12, cer, .crt, .pem, .p7b

i

Delete the selected object

Edit certificate label

certificate to a local folder

View certificate details
e — \ 7
= _— Click to authenticate
-y
l with the PIN
\ Cardholder verification =@ =
@ eharthur
= Export the selected prmes w

Femaning fies 3
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9.1 Bio readers

The following fingerprint scanners are currently supported

Vendors \ Models Technology
CrossMatch Verifier 300 LC, 300 LC 2.0, 310, 310 LC Optical Optical
Dakty Naos-1 Optical
DigitalPersona U.are.U 40008, U.are.U 4500 Optical
Futronic FS50, FS80, FS88, FS90 Optical
Orcanthus Certis Image, Certis Bio, Biothentic Thermal swipe
Precise Biometrics Precise 200 Series Capacitive
Sagem MorphoSmart MS0200, MS0201, MSO300, MSO301, MS0350, MSO351 Optical
SecuGen Hamster series (All SecuGen USB readers based on FDU02, FDU03, FDUO4 and | Optical

SbuU03

sensors)
Suprema SFR200, SFR300-S, SFR300-S (Ver.2), SFR400, BioMini Optical
Upek - Intelligent readers based on the following chipsets: TCD21 (TFM), TCD41, Capacitive

TCD42, TCD50A, TCD50D. This includes EIKON, EIKON Il and EIKON-To-Go

external readers.

- Sensor-only readers based on the following sensors: TCS4B, TCS4C, TCS5B,

TCS4K

- Area sensor readers: TCRU (using ST9 controller), TCEFB module (using

Cypress

controller CY764215), EIKON Touch (using STM32 controller)
Zvetco P5500, P6000, P6500 Optical

9.2 Zvetco P6500 reader

The drivers shall be installed manually to be supported by the middleware and the bio module.
It means that the automatic driver windows update shall be deactivated to avoid installing the wrong
drivers.

Go to Start menu > right click on computer > select “properties” > select “system protection” >
Hardware > Peripheric Installation Parameters > Select “never install drivers from Windows Update”

Then, install reader drivers “SCR3xxx_V8.52.exe”

And the fingerprint coprocessor driver “2.20B_package”
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Propriétés de : TouchChip Fingerprint Coprocessor

| Général | Pilote | Détails | Gestion de I'alimentation

Propriétés de : SCR3310 USB Smart Card Reader

Général | Filote | Détails

Foumisseur du pilote :
Date du pilote :
Version du pilote :

Signataire numeérique

Mettre & jour le pilote...

Désinstaller

@ TouchChip Fingerprint Coprocessor

UPEK

24/07/2005

1.5.2.155

Mon signé numériguement

Afficher les détails concemant les fichiers du
pilote.

Mettre & jour le pilote de ce pérphérgue.

Si le périphérique ne fonctionne pas aprés mise
3 jour du pilote, réinstaller le pilote précédent.

Désactiver le périphérique sélectionné.

Désinstaller le pilote (utilisateur expéimenté).

Foumisseur du pilote :
Date du pilote :
Version du pilote :

Signataire numérique

Détails du pilote

Mettre & jour le pilote...

Wersion précédente

Désactiver

Désinstaller

SCR3310 USE Smart Card Reader

SCM Microgystems Inc.
21/06/2012
45800

Microsoft Windows Hardware Compatibility
Publisher

Afficher les détails concemant les fichiers du
pilote.

Mettre & jour le pilote de ce pérphérique.

Si le périphérigue ne fonctionne pas aprés mise
& jour du pilote, réinstaller le pilote précédent .

Désactiver le périphérgue sélectionné.

Désinstaller le pilote (Utiisateur expérmenté).

oK | [ Annder |

oK | [ Annder |

9.3

Enrollment tool

This tool is used for demo to enroll fingers with a simple user interface on Windows.
The bio module and the bio reader driver shall be installed before using this tool
Launch the tool from the menu

Start menu > Oberthur Technologies > AWP enrollment tool

It allows to:

- Authenticate to the card prior to any enrollment operations
- Enroll finger(s)

- Verify fingerprint(s)

- Remove fingerprint(s)
- Unblock a bio PIN.
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the card. A password
will be requested.

Biornetric Enrallment Manager

when successful,
Choose the reader: “ e .
[SCM Microsyskems Inc, SCR33x USE Smart Carc v] [nuthenticate’] Verlfy button will be
Insert card and select : . enabled
Applet Information Werify
card reader. Applet: Authenkicys . | oclick t if th
Wersion: 322 Urifsi s 8t Ic o venly €
enrolled finger(s
Credential Enrall g ( )
User Password: oK
Remove
Admin Password: oK Click to unblock a

Biometric: blocked bio PIN.

Remove a fingerprint of
an enrolled finger

Click to enrol finger(s)
with the bio reader.

Enroll Your Identity = LEI .

Choose the finger to register

L )

=E
YD
%

=3

S

/

7

Enrolment:
e select afinger
e Present it on the reader.

K
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10 Contactless

CSP and minidriver use the windows registry to identify a contact and contactless card.

In contact,

the reader returns the card ATR. But in contactless, the reader uses the card ATS to build

and return his own ATS. As a consequence, the value may change depending on the reader model

and drivers.
To support contactless cards with CSP and minidriver, the windows registry shall be updated

manually, case by case.

The ATR value (the ATS actually) can be retrieved with this command “certutil —scinfo”
The ATR mask shall have the same length than the ATR value.

Data in red shall be customised depending on the CSP/minidriver and ATR values

10.1

0s
32 bits

Add contactless cards with CSP

Configuration file location

[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\Calais\SmartCards\Oberth

ur Technologies CTL]
"ATR"=hex:3b,00,00,00,00,00,31,80,71,8e,64,77,e3,00,00,00,90,00
"ATRMask"=hex:ff,ff ff ff, ff, ff, ff,ff,ff,ff, ff ff ff ff, ff, ff, ff, ff

"Crypto Provider"="Oberthur Card Systems Cryptographic Provider"

64 bits

[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\Calais\SmartCards\Oberth
ur Technologies CTL]

"ATR"=hex:3b,00,00,00,00,00,31,80,71,8e,64,77,e3,00,00,00,90,00
"ATRMask"=hex: ff,ff,ff ff ff ff ff,ff ff ff,ff f ff,ff ff ff,ff
"Crypto Provider"="Oberthur Card Systems Cryptographic Provider"

[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Cryptography\Calais\Sm
artCards\Oberthur Technologies CTL]

"ATR"=hex:3b,00,00,00,00,00,31,80,71,8e,64,77,e3,00,00,00,90,00
"ATRMask"=hex: ff,ff,ff ff ff ff ff,ff ff ff,ff f ff,ff f ff,ff f
"Crypto Provider"="Oberthur Card Systems Cryptographic Provider"

10.2

Add contactless cards with minidriver

The dll depends on the applet type: laseccminidriver, authenticv3minidriver or pivminidriver
Note that the dIl name for 64 bits has the suffix ‘64’.
Example: laseccminidriver.dll for 32 bits, laseccminidriver64.dll for 64 bits
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Configuration file location
[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\Calais\SmartCards\Oberthur
Technologies CTL]

@:llll
"ATR"=hex:3b,00,00,00,81,31,fe,45,80,f9,a0,00,00,00,77,01,00,70,0a,90,00,00
"ATRMask"=hex:ff,f,ff,ff,ff, ff, ff, ff, ff, ff ff, ff, ff, ff ff, ff, ff ff, ff, ff, ff, ff

"Crypto Provider"="Microsoft Base Smart Card Crypto Provider"

"Smart Card Key Storage Provider"="Microsoft Smart Card Key Storage Provider"
"80000001"="AuthentICV3MiniDriver.dll"
"AuthenticationMode"=dword:00000001

"EnableBiometric"=dword:00000001

"EnablePinPad"=dword:00000001

64 bits

[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\Calais\SmartCards\Oberthur
Technologies CTL]

@=""
"ATR"=hex:3b,00,00,00,81,31,fe,45,80,f9,a0,00,00,00,77,01,00,70,0a,90,00,00
"ATRMask"=hex:ff,f,f ff,ff ff, ff ff,ff ff ff,ff ff ff ff, ff ff ff ff, ff, ff, ff

"Crypto Provider"="Microsoft Base Smart Card Crypto Provider"

"Smart Card Key Storage Provider"="Microsoft Smart Card Key Storage Provider"
"80000001"="AuthentICV3MiniDriver64.dll"
"AuthenticationMode"=dword:00000001

"EnableBiometric"=dword:00000001

"EnablePinPad"=dword:00000001

[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Cryptography\Calais\Smart
Cards\Oberthur Technologies CTL]

@:IHI
"ATR"=hex:3b,00,00,00,81,31,fe,45,80,f9,a0,00,00,00,77,01,00,70,0a,90,00,00
"ATRMask"=hex:ff,ff,ff ff,ff,ff,ff ff,ff, ff ff,ff, ff ff ff, ff, ff ff ff, ff,ff, ff

"Crypto Provider"="Microsoft Base Smart Card Crypto Provider"

"Smart Card Key Storage Provider"="Microsoft Smart Card Key Storage Provider"
"80000001"="AuthentICV3MiniDriver.dll"
"AuthenticationMode"=dword:00000001

"EnableBiometric"=dword:00000001

"EnablePinPad"=dword:00000001
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11 Commercial applications with AWP

11.1 Introduction

There are plenty of commercial tools which can use cryptographic tokens through the AWP middleware.

The following chapters describe some scenario to setup these tools with AWP and to test some cryptographic
features.

11.1 Certutil

This tool manages certificates with the CAPI module.
Here is how keys can be loaded:

1) Update windows registry
The windows registry shall be updated to allow keys import

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft Base
Smart Card Crypto
Provider\AllowPrivateExchangeKeyImport=DWORD: 0x1
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft Base Smart
Card Crypto
Provider\AllowPrivateSignatureKeyImport=DWORD:0x1

2) Use .pfx file
A pfx file is required with certutil.

“certmgr.msc” can be used to export certificates. Make sure private keys are exported.

3) Import keys with certutil

certutil -csp "Microsoft Base Smart Card Crypto Provider" -
importpfx {PFXfile}

11.2 Internet Explorer

11.2.1 Requirements

Description Version and environment

CSP module or Minidrivers must be installed Windows only

Latest Internet Explorer must be installed Window only

OT token must be available Authentic, IAS-ECC or PIV

SSL Certificate on the token Certificate Key Usage should be Key
encipherment but Digital Signature s
commonly requested
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11.2.2 TLS authentication

Check that the authentication certificates are loaded in the certificate store:

Internet Options > Content > Certificates:

B3]

| General || Security | Privacy | Content | Connections | Programs | Advanced |

Internet Properties

Conkent Advisor
@ Ratings help vou contral the Internet content that can be
viewwed on this computer,

Settings

Use certificates for encrypted connections and identification,

Certificates

[ Clear S5L state ] [ Certificates ] [ Publishers ]

AutoComplete
= AutoConiplete stares previous entries Settings

E on webpages and suggests matches
For vou,

Feeds and Web Slices
Feeds and Web Slices provide updated Sektings

Eﬁ‘[ cankent from websites that can be
read in Internet Explorer and other

programs,
[o]4 ] [ Cancel Apply
Cartificates B %
Hobendad purgse; Al ﬂ
Parscnal | ther Pecple it Trusbed Root Corticatior 4 |¥
Essed To Tonusd By Expiration... | Friendy Name

phmg-Jalmandacbe...  BDOTHEI  <Asan>
L D AT K Ober thurcs [esungla, JINGZ01S  <Aaoun>
LpePairacia E. Thomes ... POV Test CA NI <luomm>

dedvanded. ..

[_impoit... | [ Esport.. || Remove |

Certificate nbanded purposes

Sarver Fulbeniiaton, Chent Authentication, Code Soring, Saoune Emal, Tims

Stampng, Encrypting Fle Sychem, Smart Card Logon

Start IE and connect to the following website: https://prod.idrix.eu:8443/secure/

It will prompt all valid certificates:
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Sécurité de Windows =

Sélectionner un certificat

Alice
| Ermetteur : phrma-343.manila.cberth...
Valide & partir du : 02/08/2011 au 30...

iCliguez ici pour afficher les proprié,

Emetteur : Oberthurcs IssuingCA
Valide & partir du : 10/06/2014 au 31...

[ ok || Annuler

Click on OK then enter the password. The certificates will be parsed by the server but not the validity.

= l|@ https://prod.idrix.eu:8443/secure/

& IDRIX SSL Client Authentica... * |
Fichier Edition Affichage Faworis Outils 7

SSL Authentication OK!

Technical information follows -

Lrray
(

[e=l-unclean-shutdown] => 1

[HTTES] => on

[S5L_TLS5_ SNI] => prod.idrix.eu

[S5L_SERVER CERT] => ——---— BEEGIN CERTIFICATE—————
MIIFijCCEHEgAWIBAgIHS2ZeSukayTANBgkghkiGOwlBAQUFADCESDELMAKGLITUE
BhMCVVMxEDARCBgNVBAGTEBOFyaXpvbnEXEzARBgNVBACTCIN E3R0c2ZRhbBGUxJTL]
BogNVBLoTHFNOY X ImaWVsZCBUZWNobmSsb2dpZX¥MsIE1uY v4xOTA3BgNVBASTMGRD
dHARLy 9] ZXJ0aWZpY2F0ZXMuc3RhenZpZWxkdGViaCiib2 OvenVwh 3NpdGoyveTEX
MCBGRIUEAXMoUIRhemZpZWxkIFN1Y3VyZ5EDZXJ0aWZpY2F0aW9uIEF1dGhveml 0
eTERMAESGRAIUEBRMIMTAZ ODg0MzUwHRcHMT IwCDAYVM I EXMz TwHhcHMTUWCODE 3MDIwW
MIMyWiBETMRYwFAYDVOOKEWw lwemIkLml keml 4 LnVIMSEwHWwYDVQRLExhER21haW4g
@22 9udHIvECENYWRp ZGF O ZAQ=FjAUEgNVEAMT DX By 2 QuaWhyaXguZXUwggEiMADG
CSgGESIb3DQEBLQUAL4A TRDWAWYOEKANIBAQCSFz520tQenTOp0E2U+r6cCISvwyybX
RyHRe30PhaJgTDaM,/ /hLghadDgVtbESbnSgMOQumxEFRbAI TwdRKg2 ywEF48CoQkL

ST T ATTE aelm e e Tl S M AT T e D s DA DT D A M Sorr Trwwlew s T T Tom THPTT Carme T T DI 1 vwnvmn 1 T

11.1 Google Chrome

11.1.1 Requirements

Description Version and environment

CSP module or Minidrivers must be installed Windows

PKCS#11 module “libOcsCryptoki.so” must be installed | Linux

Latest Internet Explorer must be installed Windows and Linux
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OT token must be available Authentic, IAS-ECC or PIV

SSL Certificate on the token Certificate Key Usage should be Key
encipherment but Digital Signature s
commonly requested

11.1.2 TLS authentication

Check that the authentication certificates are loaded in the certificate store:
Settings > Advanced settings > HTTPS/SSL:
Select “manage certificates...”

Cortificates 3 < |
Anbended purpass; Al ::
Personal | b People | Inbarmediste Certiicaton iuthorties | Trusbed Root Certficatior 8 |*

[epped Toy Lepmd By Evpirstio...  Frienady Hame
(59 Abce: phma-MLmanls.cbe...  MNTE0ZL  choon>
g CPLAMBLATH Variemr Dbertharcs lesungCA LS <Room>
Lgerairicia E. Thomes ... POV Test CA D010 <lusnun e
[ et | [ Ewet.. ][ memovs
Certfcate interdded purposes
Sarver Muthenbicaton, Chent Authentication, Code Soring, Seoune Emal, Tims
Sranparsg, Encryphing Flle Sysbem, Smart Card Logon

Start Google Chrome and connect to the following website: https://prod.idrix.eu:8443/secure/
It will prompt all valid SSL certificates:

Sécurité de Windows @

Sélectionner un certificat

[——g| Alice
| Emetteur : phma-343.manila.cberth...
Valide & partir du : 02/08/2011 au 30...

iCliguez ici pour afficher les proprié...:

Emetteur : Oberthurcs IssuingCA

le
.f?" Valide & partir du : 10/06/2014 au 31...

[ oK ]’ Annuler l

Click on OK then enter the password. The certificates will be parsed by the server but not the validity.
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&« C' £ https;/prod.idrix.eu:8443/secure/

SSL Authentication OK!

Technical information follows :
Array

[HTTPS] =» on

[SSL_TLS_SNI] => prod.idrix.eu

[SSL_SERVER_CERT] =» ----- BEGIN CERTIFICATE-----
MIIFijCCBHKgAWIBAgIHS2ZeSukayTANBEkghki1G9we@BAQUFADCB3DELMAKGALUE
BhMCVWMxEDADBENVBAETBEFyaXpvbmExEzARBENVBACTCINGb3RACZRhbGUXITA]
BgNVBACTHFNAYXImalWsZCBUZWNebmIsb2dpZXMsIE luYy4x0TAIBENVBASTMGhE
dHAELY 9 ZXI@aWZpY2F@ZXMuc 3RhemZpZWxkdGVjaC5jb2evemvub3NpdGaye TEx
MCBGALUEAxMoU3RhcmZpZWxkIFNLY3Vy ZSBDIX 1@alZpY 2F@aldulEF1dGhvemle
eTERMABGALUEBRMIMTAZ0Dg@MzUwHhcNMT IwODAYMT ExMz Iwlhc NMTUwWODE3MDIw
MMyl BTHMRYwFAYDVQQK EwlwemOk Lmlk cml4Lmy1MS EwHwYDVOQLExhEb21halldg
Q29udHIvbCBUYIxpZGFAZWQXF JAUBENVBAMTDXByb2QualiRyaXguZXUwggE 1MAGG
CSqGSIb3DQEBAQUAASTEDWAWE EEKAcIBAQCSFzS20t0sn7OpeK2U+r6cCISvyybX
RyHRe30PhalgTDal/ /hLgha@DgVtbBSbnsgMeQmxEFRbAITWARK g2ywaFABCa0kL
8k5A2VSxbhullQig jHQUzCz F3wBABF84@0CvQvbvFBVNIKPLSy K 1BHAV+xym+ZTE
0zAJQWRicnZcNCIEaj4lpIVriwBlSZ3zvKHQALUOvwgHT14+35ti4aaEoliDasMiTq
pHMechfL16MgFoll/8Kk2L63+e6m2RdiWEDGZNCNKmkHC rlei3lssak/ aRgpabdk

AL EA A e 5= 13w AT TITwr 21 = TAKD £ amliNe 3FmnFFvblnu@al-Fod Euh AaMRAAGS

11.2 Firefox

11.2.1 Requirements

PKCS#11 module must be installed.
Latest Mozilla Firefox

Description Version and environment

PKCS#11 must be installed Windows, Linux, MAC OS

Latest Mozilla Firefox must be installed Windows, Linux, MAC OS

OT token must be available Authentic, IAS-ECC or PIV

SSL Certificate on the token Certificate Key Usage should be Key
encipherment but Digital Signature is
commonly requested

11.2.2 TLS authentication

Add the PKCS#11 OT module from Firefox menu:
In Menu > module > extensions > “Install a module from a file”
Select the extension in AWP folder:
“C:\Program Files (x86)\Oberthur
Technologies\AWP\Firefox\Extension\PKCS11_Firefox@oberthur.com.xpi” (64-bit)
Restart the application then connect to https://prod.idrix.eu:8443/secure/
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Enter the password:

Mot de passe requis @

e_ Veuillez saisir le mot de passe principal de AWP Authentic v3.

| ook || Amnuer |

The authentication must be successful:

IDRIX S5L Client Authentication... ® | 4
€ a https://prod.idrix.ew:3443/secure/

|8} Les plus visités | IDRIX SSL Client Authe...

SSL Authentication OK!

Technical mformation follows :

Array
{

[HTTPS] => on

[S5L_TL5_SNI] => prod.idrix.eu

[S5L_SERVER_ CERT] =» —--——- BEGIN CERTIFICATE-—-—-
MIIFijCCBHEgAWIBAgQIHS5Z2ZeSukayTANBgkaghkiGOwOBRAQUFADCEIDELMAKGRIUE
BhMCVVMxEDACBgNVBAGTROFvaXpvbnEXE zARBgNVBACTCINjb3R0cZRhEGURITA]
BogNVBAoTHFNOYXJmaWVsZCBUZWHobmS sb2dpZXMsIE1luYy4xOTASBgNVBASTHMGhD
dHAGLY 9] ZXJ0aWZpY2 FOZXMuc3RhemZpZWxkdGV] aC5ib2 OvemVwb3NpdGaveTEX
MCEGAIUEAXMoUSRhemZpZWxkIFN1YSVyZSEDZXJ0aWZpY¥2F0aWOuIEF1dGhvemld
eTERMABGRAIUEERMIMTAZ ODgOMzUwHheHMT IwCDAYM ] ExMz IwWh cHMTUwCDESMD Iw
MiMyW BTMRYWELYDVQQKEW Lwemd kLml keml 4LV 1MSEwHw Y DVQQLEXhER2 ThaWég
02 9udHIvbCBWYWxpZGF0 ZWQxF I AURBgNVEAMTDXEvb2 QuaWRyaXouZXTwggEiMAOG
CS5aGSIb3DQEBAQUAR4TBIwAWggEKRoIBAQCSFz520tQsnTOp0K2U+r6cCISvyvbX
RyHRe30PhaJgTDaM//hLgha0DgVtbESbnSgM0QmxEFRbAI Tw4RKg2vwEBF48CoQkL
BkSAZVEXbhuWQi9jHQUzCzfSwBABFE400CvvbvFBVRIKPLS vaK1BHAV+XvI+Z2TE
0zRJIQWRicnZcNcIEad4lpJVriwBlSZ3zvRHQALUOVWQHT1+35c14aaEn0WDOSMI T
pMMIchfL16MgFoll/B8Kk2L63+e6m2RAiwEDGZNCnEnkHCrJei3Wssak/aRgpaBdk
QWYLGdgCwwQe6Cz1ix47JIxC+1s1QKR/oGMDg3fnQf £YNnvEekFuiEWhAgMBRARGT
QUHXMIIBOzAPEgNVHERMELFSEBTADAQEAMBOGL1UAIQOWMEQGCCsGAQUFBWMEBgar
BoEFBQcDA; AOBgNVHQEELAT SEBAMCEakwOQYDVRO fEDIWMDAunCyoKoYnaHROcDov
LZNybCizdGFyZml1bGROZWNoLnN v 59 zZnMx LT I vLoNyb DBZBgNVHSAEUIBOME 4G
C2CG5AGE/WABBXxcEBMDEWPQY IKWYBBQUHACEWMWhOdHAGLY 9] ZXJ0aWZpY2FOZXMu
FRARhAM 77w rARTS ar SR 7 Nwemilnih INnARSGre SR Y N T 2 fANTTFRUFRRTRAMH 4L

11.3 Adobe Reader

11.3.1 Requirements

Description Version and environment

PKCS#11 or CSP or minidrivers must be installed Windows, Linux, MAC OS
Install Adobe Reader Version 9, 10 and 11
OT token must be available Authentic, IAS-ECC or PIV

Digital signature Certificates

Get a pdf file with a signature field Ei:

sign-a-pdmth-read
er.pdf

By default, Adobe Reader is configured to sign only using the CSP or minidriver interface. With the
following settings, it is possible to use the PKCS#11 interface.
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In Edit > Protection > Security Settings > PKCS#11 Modules and Tokens

Security Settings
- Digtal IDs Attach Module  Detach Mo M Refresh
Roaming ID Accounts
Modhule Manufacturer ID Library Path
Digital ID Files

windows Digital IDs
FKC3#11 Modules and Tokens
Directory Servers

Time Stamp Servers

Manage PKCS#11 Modules

I This is a list of loaded PKCS#11 modules. You can load additional modules to gain access to new
cryptographic devices

Select PKCS#11 Modules and tokens
Click on “Attach module” and select the PKCS#11 dlIl from OT which is located in different places
according to the platform

Platform PKCS#11 Full path

Windows 32bits C:\Program Files\Oberthur
Technologies\AWP\DLLs\OcsCryptoki.dll

Windows 64bits C:\Program Files (x86)\Oberthur
Technologies\AWP\DLLs\OcsCryptoki.dll

Linux /usr/local/AWP/lib/libOcsCryptoki.so

MAC OSX /usr/local/AWP/lib/libOcsCryptok.dylib

Note: OCSCryptolib_P11.dll is a former dll with the same content than OCSCryptolib.dll. It should not
be used anymore.

The PKCS#11 module is now displayed:

Security Settings
B Digial s Attach Module  Detach Module &M Refresh
Roaming ID Accounts
IModule Manuf acturer ID Library Path
Digital ID Files .
Oberthur Technalogies C:\Program FilesiOberthur Technolo. ..
Directory Servers
Time Stamp Servers
o

Module EIannfal:mIrEl: Oberthur Technologies

I Module Description: Oberthur PKCS#11 Library
Library Version: 5.6
Cryptoki Version: 2.20
C:‘Program Files\Oberthur Technologies' AuthentIC

Library Path: @ 1 ke DLLs OCS Cryptotb_P11.dl

-32-



©)

oberthur

TECHNOLOGIES

THE

M COMPANY

11.3.2 Digital Signature

Open the pdf file with the signature field

%L sign-a-pdf-with-reader.pdf - Adobe Reader

File Edit View Window Help

(B0 Ee R =2

*®

@ﬁ}@%| “‘HZ“ Tnnlsgsign Cnmment?

Extended

|

|

m

Select the certificate of the person that will sign the document:

sonrs (T - @

Certificate Issuer: phma-343.manila.cberthurcs.com

Appearance: | Standard Text -

Digitally signed by Alice
DM: c=FR, st=FRANCE,

| ]
1=PARIS, o=0herthur,
ou=Service de Certification, @
cn=Alice

Date: 2014.09.22 17:42:40
+02'00

| sign || concel |

Sign Document

Select the output file then enter the password:

Sécurité de Windows

Fournisseur pour carte a puce Microsoft
Entrez votre code confidentiel d'authentification.

|' EJ Code confidentiel
7 ....l
[ |

Cliquez pour plus d'informations.

[ oK J ’ Annuler
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The document is signed:

L sign-a-pdlf-with-reader2.pdf - Adobe Reader =2 ECR 5

File Edit View Window Help x

@ @ @ EI C% | /1 | 83% - | lz‘ = Tools | Sign | Comment : Extended
A& -| Atleast one signature has problems, Please fill out the following form. You can save %
"1 data typed into this form. (A Signature Panel (|2

Digitally signed by Alice

[ ]
DN: c=FR, st=FRANCE, |I=PARIS,
o0=0berthur, ou=Service de -'
I Ce Certification, cn=Alice
Date: 2014.09.22 17:43:44 +02'00"

m

11.4 Microsoft Word

11.4.1 Requirements

Description Version and environment

CSP module or Minidrivers must be installed Windows only

Microsoft Word must be installed Until version 2013

OT token must be available Authentic, IAS-ECC or PIV
Digital Signature Certificate on the token

11.4.1 Digital Signature

This example is based on Word 2007 only.

Open the word document to be signed

'/'E‘;) H =
v

Accueil

Select the Office button: =~ (=% & Caupe

Select Prepare > “Add a digital Signature”
It is possible to select certificates from Windows Store. Select one of them and click on sign:
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Signature @

@ [Informations supplémentaires sur ce gue vous signez...

Vous &tes sur le point d'ajouter une signature numérique 3 ce document, Cette signature
ne sera pas visible dans le contenu de ce document.

Ohjectif de |a signature de ce document :
AWP User Guide

Signer comme :  Alice

Emis par : phma-343.manila.oberthurcs. com

[ Signer l[ Annuler l

A confirmation pop up is displayed and the document cannot be modified anymore.

E';Ej Signatures v X

%, signatures valides :

Alice 22/09/2014

On one side, the signature validity can be checked:

11.4.2 Word 2010 & 2013

By default, Office 2010 will use SHA1 for the digital signature.
It is possible to select another hash algorithm by updating the Windows registry as follows

(o} Configuration file location

32 bits & 64 bits | [HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Common\Signatu
res]

"SignatureHashAlg"="sha256"
"shal" (default for 2010)
"sha256"

"Sha384"

"sha512"

=

office2010_change_
sha.reg

-35-



EIODSTEL

THE M COMPANY

All rights of Oberthur Technologies are reserved. Reproduction in whole or in part is prohibited without the written consent of the copyright owner.

SIEGE SOCIAL (HEADQUARTERS) : 420, rue d'Estienne d'Orves. 92705 COLOMBES Cedex - FRANCE
S.A. AU CAPITAL de 22 310 409,20€~ RCS NANTERRE 340 709 534 — TEL. : +33(0)1 55 46 72 00 — FAX : +33(0)1 55 46 72 01



